
REPUBLIC OF THE PHILIPPINES

DEPARIMENT OF FINANCE
BUREAU OF INTERNAL REVENUE

Muy 5,2021

SUBJECT:

TO:

REVENUE MEM'RANDUM .TRC,LAR No. & I - 3a2)

Publishing the Full Text ofthe Memorandurn of Agreement between the Bureau of Internal
Revenue and the Department of Trade and Industry

All Revenue officials, Emproyees and otrrers concerned

For the information and guidance of all concerned, attached is the full text of the Memorandum ofAgreement between the Bureau of Internal Revenue and the Depaftment of Trade and Industry.

All concerned are hereby enjoined to be guided accordingly and give this circular a wide publicityas possible.
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TECHNICAL Ai\NEX TO MEMORANDUM OF AGREEMENT BETWEEN
BUREAU OF INTERNAL REVENTIE AND DEPARTMENT OF TRADE AND
INDUSTRY

This document provides the operational and technical details of the Memorandum of
Agreement dated on the data sharing between the Bureau of
Internal Revenue (BIR) and Department of Trade and Industry @TI).

TYPES OF DATA COLLECTED

In adherence to the principles of transparency, legitimate purpose and proportionality, only
the personal data and information enumerated below shall be shared by DTI and BIR with
each other:

Department of Trade and Industry

Bureau of Internal Revenue

II. GEOGRAPIIIC LOCATION OF THE PROCESSING.

The processing of datashall only be made in BIR and DTI offrces/premises by persons on
the Access List.
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Data Type Field Description
1. Registered single proprietors

1.1 Name of Owner/koprietor Oume,r Name
1.2 Reeistered Business Name Business Name
1.3 TIN (optional) Owner TIN
1.4 Residence Address Owner Address
1.5 Business Address Business Address
l-6 Naturelline of Business PSIC Code
1 -7 Certificate of Reeistration

| .7 .l CertificatelBusiness
Name Number

Certifica@/Business Name Number

1.7.2 Validity Date Regishation Date
Registration Date (End)

1.8 Date of Birlh Date ofBffi
1.9 Citizenship Citizenship
1.10 Transaction Type Transaction Type

Data Type Field Description
Trade Name Name ofBusiness
TIN TIN
Resistered Name Name of Orrner
Line of Business/PSIC Code Line of Business/PSIC Code
Registered Address Business Address
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III. METHOD OF DATA ACCESS OR TRANSFER

Data exchange between DTI to BIR and vice-versa will be through the following:

1) For the initial DTI bulk submission of historicaldatA it will be through Web

Service with dedicated URL through internet via Secure File Transfer Protocol
(sFTP)

2) For the succeeding submissions, a Virtual Private Network (VPID access will
also be given to DTI in order to access the Bureau's landing server.

All data must be encrypted and must conform to AES 256 standards before

transmitting the same to BIR. Transmission shall be done quarterly every 20th of
the month.

Note: Refer to Section 31 of the IRR of Data Privacy Act, which provides

conditions for On-site and Online Access and Off-site Access. Please consider that for
off-site access, only 1,000 records are allowed per transfer according to the IRR.

rV. ACCESS LIST

The data may only be accessed by the following officers:

Bureau of lnternal Revenue

Oflicer Role vis-i-vis Data
Sharing

Access LevellProcessing
Type

Commissioner of
Revenue

Internal Personal Data Controller Read/Store/Dispose

Deputy Commissioner,
Operations Group

Personal Data Processor RadlStore

Deputy Commissioner,
Infomration Syste,ms

Group

Data Protection Officer Read/Store

Assistant Commissioner,
Assessment Service

Personal Data Processor Read

HREA' Assessment
Service

Personal flata hocessor Read

Division Chief, AITEID
and BID

Personal Data Processor R@d

Department of Trade and Industry
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Oflicer Role Yis-i-vis Data
Sharing

Access L,eveUProcessing
TVpe

-Assistant Secretary,
Disital Philippines

Personal Data Controller Read/Store

Division Chiee '

Competitiveness Bureau -
BNRD

forCompliance Officer
Privacy

Read/Store
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Supervising Trade- | Alternate Compliance I ReadlStore
Industry Development I Officer for Privacy and
Specialist, I Personal Data Pnocessor

Competitiveness Bureau -
BNRD

Any modification to the above list shall require the approval of the Personal lnformation
Controller.

V. DATA STORAGE AIYD RBTENTION

Data will be stored in a secured storage servers of DTI and BIR, and will be retained for
five (5) years subject to their respective rules and regulations on electronic data/information.

Within thirty (30) days/months thereafter,the data shall be returned, disposed or discarded
in a secure manner that would prevent further processing unauthonzedurccess, or disclosure to
any other parly or the public, or prejudice the interests ofthe data subjects.

vr. DATA DISPOSAL

The BIR and DTI shall sfrictly implement measures on the disposal of data in compliance
with the National Privacy Commission (NPC) Circular 16-01, Rule V, Sections 30 to 32 on
Disposal of PersonalData. Data disposition shall be guided by the archiving procedure per
RMO 23-20A4.

VII. REMEDIES OF DATA SUBJECT

In the event of the violation of any of the data subject's rights, the data subjects involved in
this agreement may request for a remedy through email:

DTI - br@dti.gov.ph

BIR - bidjspms@bir. gov.ph

VIIL ACCESS TO TIIIS AGREEMENT BY THE DATA SI]BJECT

The data subject may be given access to a copy of this DSA upon written request and for
a valid purpose, provided that the parties may redact or prevent the disclosure of any detail or
information that could endanger its computer network or system or expose to harm the
integrity, availabihff or confidentiality of personal data under its control or custody. Such
information may include the program, middleware and encryption method in use, as the case

may be.

DL SECURITY MEASURES

Only authorized personnel, employees, and/or agents of the parties cafl aucess the data.
Strict compliance to all security policies and measures as defined in various BIR existing
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issuances such as RMO 50-2004, RMO 3-2014, RMO 12-2014 and RMO 15-2014 shall be
observed.

XfI. LIMITATIONS

The limitations on the use of the shared data includes all restricted usages, such as but not
limited to, restrictions on data results or findings, including sharing, publishing, selling, or
dissemination of data further processing of dat4 ownership of data and the like.
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MEMORANDUM OF AGREEMENT (MOA)
between

The BUREAU OT INTERNAL RBVENUE
and

The DEPARTMENT OF TRADE AI\D INDUSTRY

KNOW ALL MEN BY THESE PRESENTS:

tvrsto

This AGREEMENT is made and execured this 4_Lxl&y aq
n 2021 in Makati City by and between:

The BUREAU OF INITRNAL REVENUE @IR) an agency of the national
governmert duly createt organize( and existing in accordance wittr itritippine Law
with office address at BIR National Office, BIR Roa( Dilimaq euezon C;ryl;;
represented by Commissioner CAEMR R. DtILAy; and

TheDEPARTMENT Of TRADE ANDINDUSTRY (DTI) anagency ofthe
natbnal govemment dlly created, organized, and existing i" u..ori-." *iA
Philippine Law with office address at 5F Industry and hvestments Brdg., 385 sen. Gir
Puyat Ave., Makati City, herein represented by Secretary RAMON nn-iOffZ;

{collectively referred to as the "parties" and individualty refened to as a 
.?arty').

WHEREAS, the BIR is mandared by Repubric a"t'(ria.l No. 8424 or the National
Intemal Revenue code (NIRC) of 1997 to comprehend the assessment and collection of all
national intemal revenue taxes, fees, and chargeq and the enforceurent of all forfeitures,
penaltieg and fines connected therewith;

WHEREAS, RA. No. 94E0 (datr.d 24 May 2O07) adhoizes and grants a tax amnesty
covering all national intemal revenue taxes for the taxable year 2005 andprior years, with or
without ass€ssments duly issued therefor, that have remained unpaid as ofit o."".# zooi;

WHEREAS, RA. No. 94E0 requires any person availing the tax amnesty under the Act
to file with BIR a notice and rax Amnesty Ret,m accompanied by a statement of Assets,
Liabilities and Networth (SALN) as of 31 December 2005;

. . ^WHEREAS, 
for purposes of enhancing revenue administration, revenue collection and

polrcJ fomulatiotr -B.ANc g4so,hasdir€cted$eDepartrnent of Finance, in-coordination -
with the BIR, DTI, and other concerne( agencies, to institurc an-Informadon Mr*;;;;;
Program for the effective use ofthe information declared or obtainable from trr. r* aii".rty
Retums and the SALNs required to be filed under the Act; ,
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WHEREAS, Executive Order (E.O.) No. 53 (dated 22 January 1993) directs all
agencies and instrumentalities of the government to provide BIR with the necessary
information relevant to its mission of efFectively implementing revenue laws;

WHEREAS, Section 5(B) of R.A. No. 8424, as amended by R.A. No. 1096 3 (dated 27
December 2017), othenrise known as the Tax Reform for Acceleration and lnclusion (TRAIN)
law, grants the Commissioner of Internal Revenue the power to obtain any information on a
regular basis from any person other than the person whose internal revenue tax liability is
subject to investigation, or from any oflice or officer of the national and local govemments,
government agencies and instrumentalities;

WHEREAS, DTI as the primary arm of the Executive Branch of the govemment for
the coordination, promotion, facilitation and regulation in the area of trade, industry and
investment;

WHEREAS, Act No. 3883 was issued to regulate the use in business tansactions of
names other than true names, wherein a person intending to engage in business is required to
first register with then Director of Commerce (now the DTI) a nErme, other than its true narne,
before such name is used in any business transactions;

WHEREAS, the records, documents, Mtaand information, which are necessary in the
instifution of the Information Management Program and are vital to BIR's program of
augmenting the tax revenue base, enforcing tax laws, and increasing tax collections, are fiied
before and maintained by DTI;

WHEREAS, to assist in the institution of the Information Management Program and to
maintain the validity of its records, cross-referencing and sharing of "personal, confidential,
and privileged data betrn een the DTI and BIR is necessary;

WHEREAS, in the sharing of personal information the Parties acknowledge the vital
role of communication and information in nation-building under Article II, Section24, of the
1987 Constitution;

WHEREAS, Section 2 of Republic Act No. lllI3,also known as the Data Privacy Act
of 2012, similarly provides that it is the policy of the Stat€ to protect the fundamental right of
privacy of communication while ensuring free flow of information to promote innovation and
growth and recognizes its inherent obligation to ensure that personal information in information
and communications systems in the govemment and in the private sector are secgred and
protected;

WHEREAS, Section 22 of the Data Privacy Act provides that all 'sensitive personal
information maintained by the government, its agencies and instrumentalities shall be secured,
as far as practicable, with the use of the most appropriate standard recognized by the
information and communications technology industry, and as recommended Uy tfre Naiional
Privacy Commission ffiC) and that the head of each govenrment agency or instrumentality
sha11beresponsibleforcomplyingwiththesec'urityrequirernentsrnentionedtherein;

WHEREAS, Section 13 of the Datai'rivacy Act states that the processing of personal
information is allowed if provided for by existing laws and regulations;
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WHEREAS, Section 23 of the Data Privacy Act provides that, unless otherwise
provided in NPC guidelines, sensitive personal information maintained by an agency may not
be hansported or accessed from a location off govemment property unlei, u ,.-qu"st for such
transportation or access is submiffed and approved by the head of thr agency in accordance
with the guidelines in the Implementing Rules and Regulations (fRR) of t[e Out"privacy Act;

WHEREAS, Section 30 of the IRR of the Data Privacy Act states that no employee of
the government shall have access to sensitive personal information on goveffrment properly or
through online facilities unless the employee has received a security.'i.**.. from the head
of the source agency;

WHEREAS, Section 20 of the IRR of the Data Privacy Act likewise provides that
further processing of personal data collected from a party other tU* the data sulject shall be
allowed under certain conditions;

WHEREAS, Section 270 of the NIRC of lggT similarly prohibits any officer or
employee of the.BIR from divulging to any person or making known i, uny manner other than
may be provided by law information regarding business, inc6me, estate, the secrets, operation,
style or work, or apparafus of any manufacturer or produ".r, oi any confidential information
regarding the business of any taxpayer, knowledgi of which wui acquired by him in the
discharge of his oflicial duties; and

WHEREAS, NPC Circular No. 16'02 provides the rules governin g data sharing
agreements involving govemment agencies.

NOW TIDREFORE, for and in consideration of the foregorqg premises, BIR and DTI
hereby execute this MOA in connection with the institution of-af frf".*rtion rur*ugement
Program required by R.A. No. 9480, subject to the following terms and conditions:

1. DTI, through the undersigned representative, hereby consents to share with nlR, by
means of online access, those personal data'or information which it collected in the
performance of mandated duties and functions, pursuant to Section 5 of the NIRC
of 1997, as amended by the TRAIN law, to be utilized by BIR exclusively for
pu{poses of assessment, collection, and enfoicement of naiional internal revenue
taxes and strictly in compliance with the Data Privacy Act, its IR& and related
laws/rules/regulations. Such use shall be limitedo non-exclusive, non:transferable,
revocable, and only for the aforementioned purposes.

2' BIR, through the undersigned representative, hereby consents to share with DTI, by
rneans of online access, personal data or information ofthe taxpayers not.otherwise
covered by Section 27A of the NIRC of 1997, as amended, and those that are
declared or obtainable from the Tax Amnesty Returns and the SALNs required to
be filed under R.A.No. 9480, which it collected in the performance of its mandated
duties and functions, subject to compliance with Section 4 ofNPC Circular No. l6-
02, to be utilized by DTI for validation pu{poses only.

3. The type of personal data or information to be shared between DTI and BI& mode
of data s.haring, frequency, arid other operational details shall be specified in the
Technical Annex ofthis MOA, which shall form as an integral part here of; provided
that, BIR and DTI shall not share information regardinglusiness, income, estate,
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4.

5

6.

7.

8.

secrets operation, style of work, apparatus of any manufacfurer or producer, or any
confidential information regarding the business of the taxpayer, knowledge of
which was acquired during the performance of duties pursuant to Section 270 of the
NIRC of 1997.

The operational details ofthis data sharing agreement shall be updated in a phased-
in approach, once infrastructure is available, Provided, that such updates shall be
considered amendments to this MOA, which shall be in the form of a written
instrument duly executed and signed by all Parties hereto and executed with the
same formality as this MOA. Provided further, that BIR and DTI shall designate
and authorize technical representatives to update the operational details.

Access to the personal data or information shall be limited to the list of BIR and
DTI officers/employees specified in the Technical Annex of this MOA. The types
of processing to the data shall likewise be limited to those specified in the Technical
Annex. Any rnodification to the access list and the types of processing allowed
shall require the approval of the Commissioner of Internal Revenue for BIR and the
Secretary for DTI. Such modification shall be in the form of a wriffen insfrument
duly executed and signed by the Party approving the modification.

BIR and DTI shall implement appropriate security measures, as specified in the
Technical Annex, to ensure protection of the personal information of data subjects,
including the policy for retention, destruction and disposal of records.

Both BIR and DTI warrant to treat any and/or all information by both Parties
pursuant to this MOA with utmost confidentiality, in accordance with the Data
Privacy Act and for validation, tax assessmen! collection, and enforcement
purposes only.

In the performance oftheir obligations underthis MOA, the Parties shall ensure the
privacy and security of any and all personal data and information that the Parties
and their officers, employees, or agents may have access to; and shqll store, use,
process, and dispose the said information in accordance with Data Privacy Act, its
IR& and applicable NPC issuances. Any violation of this clause and any of the
provisions of the said law and issuances committed by the aforementioned persons
shall be subject to corresponding sanctions, penalties, andlor fines under the said
law without prejudice to any other applicable civil and/or criminal liability. This
clause shall survive the termination or expiration of this MOA.

9. The process for filing a complaint for violation of data privacy rights of any data
subject shall be in accordance with the procedures and guidelines provided for by
the Data Privacy Act its m,& and other relevant laws/rules/regulations.

10. The following shall be designated as the Parties' Data Protection Officer (DPO) and
Compliance Officer for Privacy (COP):
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DTI:

Name of DPO: Director Patricia May M. Abejo
Email address: dpo@dti.gov.ph
Office Address: Trade and Industry Building,36l Sen. Gil Puyat Avenue, Makati
City

Name of Alternate COP: Ms. Josephine M. Virrey
Email address: josephinevirrey@dti.gov.ph
Office Address: 2F HPGV Bulding, 395 Sen. Gil Puyat Avenue, Makati City

BIR:

Name of DPO: DCIR Lanee Cui-David
Email Address: lanee.david@bir.gov.ph
Office Address: BlRNational Offrce Building, Agharn Roa{ Diliman, Quezon City

Name of COP: COS Maria Theresa E. Maligad
Em ai I Addre s s : mana.theres a. mali gad@btr. gov. ph
Office Address: BlRNational Office Building, Agham Road, Diliman, Quezon Cify

The DPO and COP shall be responsible for addressing any information reques! or
complaint filed by the data subject and/or investigation by the NPC in relation to
this MOA.

11. The data subject may be given access to a copy of this MOA upon written request
and for a valid purpose, provided that the Parties may redact or prevent the
disclosure of any detail or information that could endanger its computer network or
system or expose to harm the integrity, availability or confidentiahty of personal
data under its control or custody. Such information may include the program,
middleware and encryption method in use, as the case may be.

12. Nothing herein is intended nor shall be construed as creating any exclusive
arrangement among the Parties. This MOA shall not restrict any Parfy from entering
into any similar, equal or like agreements with other persons or entities.

13. This MOA may be terminated either through mutual written agreement or for just
cause, as follows:

violation of any of the material terms and conditions of this MoA;
Failure or refusal to comply with the duties and responsibilities of each Parfy
under this MOA; or
Circumstances that would make it impossible for the agreement to continue
or to be carried out.

Any Pafry who uishes to lernrinalelhis MOA musf serye the other with a
written notice within thirqy, (30) calendar days before the intended date of
termination.
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14- The Parties undertake to act in good faith with respect to each other's rights and
obligations under this MOA and to adopt all reasonable measures to ensure the
satisfactory realization of the objectives of this MOA.

15. In the event of any dispute arising out of or related to this MOA, the same shall be
settled amicably by mutual consultation between the Parties. In case the Parties fail
to amicably settle their dispute, the same shall be resolved in the manner prescribed
under chapter 14, Book tv of the Administrative code of 19g7.

16. No failure, omission, or delay by any of the Parties in exercising any of its rights,
privileges, or remedies hereunder or under any statute shall operate as a waiver
thereof. Any waiver, however, shall not be valid unless made in writing and signed
by the parties or their authorized representative, and such waiver shall be effective
only in the specific instance and the purpose for which it was given.

17. This MOA, including the Technical Annex, contains all covenants, stipulations and
provisions agreed to by the Parties. No agent or representative of either Parly has
authority to make any statement, representation, promise, or agreement not set forth
herein of which the Parties shall not be bound by or be liable for.

18. This MOA may be revised, amended or modified only through a written insffument
duly executed and signed by all Parties hereto and executed with the same formality
as this MOA;

19. This MOA must not be in conflict with existing laws, legal orders, procedures or
rules and regulations, otherwise the pertinent provision/s violating or conflicting
with the same will be void. If any provision of this MOA is held invalid or declared
contrary to law, the validity of the other conditions or provisions shall not be
affected; and

20. This MOA shall take effect upon the signing thereof by the parties' authorized
representatives and shall remain in full force for five (5) years or until mutually
abrogated by the parties concerned, without prejudice to entering into a new MOA
and a new data sharing agreement.

IN WTINESS WIEBEOF, the parties have hereunto affixed their signatures this
oav or 
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By:

DEPARTMENT OF TRADE AND
INDUSTRY
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Signed in the presence of:

tw:dK
LANEE CUI-DAVID
Data Protection Officer
Deputy Commissioner

Information Systems Group

N
I

Chief of Staff
Office of the Commissioner

Director
Knowledge Management and

Information Service

,^ i

Qwull
JOSEPHF{F M. VTRREY

Altemate Compliafrce Officer for Privacy
Supervis in g Trade-Industry

Development Specialist
Competitiveness Bureau

PATilICIA MAYA{. ABEJO

THERESA MALIGAI)
Compliance Officer for Privacy
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ACKNOWLEDGEMENT
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Before me, a Notary Public for and in Quezon City tfris $ ? lt}rY ?tI
personally appeared:

known to me and to me known to be the same persons who executed the foregoing Memorandum

of Agreement Between the Bureau of Internal Revenue (BIR) and the Department of Trade and

Industry (DTI) and they acknowledged to me that the same is their own free and voluntary act and

deed.

This instrument consists of 8 pages including this page whereon the acknowledgement is

taken, refers to Memorandum of Agreement Between the BIR and the DTI and signed by the

parties and two (2) witnesses at the bottom and left margin of each and every page.

In testimony whereof, I hereto set my hand and affixed my notarial seal at the place and

date just above written.
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Names ID with ID Nos.

Caesar R. Dulay BIR ID 21421

Ramon M. Lopez DTI TD OOO39
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